
 (http://ipindia.nic.in/index.htm)  (http://ipindia.nic.in/index.htm)

Patent Search
Invention Title AN ALGORITHM FOR CYBER THREAT DETECTION AND THE MONITORING OF SECURITY BASED ON SEMANTIC MACHINE LEARNING

Publication Number 35/2023

Publication Date 01/09/2023

Publication Type INA

Application Number 202341036848

Application Filing Date 29/05/2023

Priority Number

Priority Country

Priority Date

Field Of Invention COMPUTER SCIENCE

Classification (IPC) G06K0009620000, G06F0021550000, G06F0021560000, G06F0021500000, G06F0021570000

Inventor

Name Address Country Nationality

Mr. B. TAMILARASAN S/O S. BALUCHAMY, RESEARCH SCHOLAR, SCHOOL OF MATHEMATICS, MADURAI KAMARA J UNIVERSITY, MADURAI, TAMIL
NADU-625021, INDIA.

India India

Dr. R. SASIKUMAR S/O S. RAMARAJ, ASSISTANT PROFESSOR, DEPARTMENT OF STATISTICS, MANONMANIAM SUNDARANAR UNIVERSITY,
TIRUNELVELI, TAMIL NADU-627012, INDIA .

India India

Mr. J. RAMESH S/O JAGANATHAN, ASSISTANT PROFESSOR AND HEAD, DEPARTMENT OF DATA SCIENCE, K.S.RANGASAMY COLLEGE OF ARTS
AND SCIENCE(AUTONOMOUS), TIRUCHENGODE, NAMAKKAL, TAMIL NADU-637215, INDIA .

India India

Ms. MOPURU BHARGAVI D/O MOPURU RAMA GOPAL, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, KONERU
LAKSHMAIAH EDUCATION FOUNDATION, VADDESWARAM, GUNTUR, ANDHRA PRADESH-522302, INDIA .

India India

Dr. V. VALLI MAYIL D/O. A.VELAYUTHAM, PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, KONERU LAKSHMAIAH
EDUCATION FOUNDATION, GUNTUR, ANDHRA PRADESH-522302, INDIA .

India India

Mr. GOBINDA CHANDRA
DAS

S/O RAMA CHANDRA DAS, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND APPLICATIONS, KONERU
LAKSHMAIAH EDUCATION FOUNDATION, GUNTUR, ANDHRA PRADESH-522302, INDIA .

India India

Dr. A.
SIVARAMAKRISHNAN

S/O G.N.ARULSWAMY, ASSOCIATE PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING,KONERU
LAKSHMAIAH EDUCATION FOUNDATION,GUNTUR, ANDHRA PRADESH-522302,INDIA.

India India

Dr. PG.
SIVAGAMINATHAN

S/O P.GANESAN, PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND APPLICATIONS, KONERU LAKSHMAIAH EDUCATION
FOUNDATION, GUNTUR, ANDHRAPRADESH-522302,INDIA .

India India

Dr. R. RA JESH S/O V. RA JARAM, ASSISTANT PROFESSOR, HEAD & IIC PRESIDENT, PG AND RESEARCH DEPARTMENT OF COMPUTER SCIENCE,
KAAMADHENU ARTS AND SCIENCE COLLEGE, SATHYAMANGALAM, ERODE,TAMIL NADU-638503,INDIA .

India India

Dr.G.NAGA SATISH S/O NAGESWARA RAO, PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, BVRIT HYDERABAD COLLEGE OF
ENGINEERING FOR WOMEN, HYDERABAD , TELANGANA-500090, INDIA .

India India

Dr.M.SATHISH KUMAR S/O S.MUTHU KARUPPAN, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE, SOURASHTRA COLLEGE, MADURAI,
TAMIL NADU-625004, INDIA.

India India

Ms.RAMYA SRI M D/O MURUGESAN M, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, THE OXFORD
COLLEGE OF ENGINEERING, BANGALORE, KARNATAKA-560068, INDIA.

India India

Dr. ANI BROWN MARY N D/O J N PETER, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE, SARAH TUCKER COLLEGE, TIRUNELVELI, TAMIL
NADU-627007, INDIA.

India India

Ms.SATHYA M D/O A C MANI, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, THE OXFORD COLLEGE OF
ENGINEERING, BENGALURU, KARNATAKA-560068, INDIA.

India India

Prof.B.SAKTHIVEL S/O V.BELATHAPPAN, ASSOCIATE PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING (IOT), GURU NANAK
INSTITUTION TECHNICAL CAMPUS (AUTONOMOUS), IBRAHIMPATNAM, HYDERABAD, TELANGANA 501506, INDIA

India India

Applicant

Home (http://ipindia.nic.in/index.htm) About Us (http://ipindia.nic.in/about-us.htm) Who's Who (http://ipindia.nic.in/whos-who-page.htm)
Policy & Programs (http://ipindia.nic.in/policy-pages.htm) Achievements (http://ipindia.nic.in/achievements-page.htm) RTI (http://ipindia.nic.in/right-to-information.htm)
Feedback (https://ipindiaonline.gov.in/feedback) Sitemap (shttp://ipindia.nic.in/itemap.htm) Contact Us (http://ipindia.nic.in/contact-us.htm)
Help Line (http://ipindia.nic.in/helpline-page.htm)

Skip to Main Content

http://ipindia.nic.in/index.htm
http://ipindia.nic.in/index.htm
http://ipindia.nic.in/index.htm
http://ipindia.nic.in/about-us.htm
http://ipindia.nic.in/whos-who-page.htm
http://ipindia.nic.in/policy-pages.htm
http://ipindia.nic.in/achievements-page.htm
http://ipindia.nic.in/right-to-information.htm
https://ipindiaonline.gov.in/feedback
shttp://ipindia.nic.in/itemap.htm
http://ipindia.nic.in/contact-us.htm
http://ipindia.nic.in/helpline-page.htm


Name Address Country Nationality

Mr. B. TAMILARASAN S/O S. BALUCHAMY, RESEARCH SCHOLAR, SCHOOL OF MATHEMATICS, MADURAI KAMARA J UNIVERSITY, MADURAI, TAMIL
NADU-625021, INDIA.

India India

Dr. R. SASIKUMAR S/O S. RAMARAJ, ASSISTANT PROFESSOR, DEPARTMENT OF STATISTICS, MANONMANIAM SUNDARANAR UNIVERSITY,
TIRUNELVELI, TAMIL NADU-627012, INDIA .

India India

Mr. J. RAMESH S/O JAGANATHAN, ASSISTANT PROFESSOR AND HEAD, DEPARTMENT OF DATA SCIENCE, K.S.RANGASAMY COLLEGE OF ARTS
AND SCIENCE(AUTONOMOUS), TIRUCHENGODE, NAMAKKAL, TAMIL NADU-637215, INDIA .

India India

Ms. MOPURU BHARGAVI D/O MOPURU RAMA GOPAL, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, KONERU
LAKSHMAIAH EDUCATION FOUNDATION, VADDESWARAM, GUNTUR, ANDHRA PRADESH-522302, INDIA .

India India

Dr. V. VALLI MAYIL D/O. A.VELAYUTHAM, PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, KONERU LAKSHMAIAH
EDUCATION FOUNDATION, GUNTUR, ANDHRA PRADESH-522302, INDIA .

India India

Mr. GOBINDA CHANDRA
DAS

S/O RAMA CHANDRA DAS, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND APPLICATIONS, KONERU
LAKSHMAIAH EDUCATION FOUNDATION, GUNTUR, ANDHRA PRADESH-522302, INDIA .

India India

Dr. A.
SIVARAMAKRISHNAN

S/O G.N.ARULSWAMY, ASSOCIATE PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING,KONERU
LAKSHMAIAH EDUCATION FOUNDATION,GUNTUR, ANDHRA PRADESH-522302,INDIA.

India India

Dr. PG.
SIVAGAMINATHAN

S/O P.GANESAN, PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND APPLICATIONS, KONERU LAKSHMAIAH EDUCATION
FOUNDATION, GUNTUR, ANDHRAPRADESH-522302,INDIA .

India India

Dr. R. RA JESH S/O V. RA JARAM, ASSISTANT PROFESSOR, HEAD & IIC PRESIDENT, PG AND RESEARCH DEPARTMENT OF COMPUTER SCIENCE,
KAAMADHENU ARTS AND SCIENCE COLLEGE, SATHYAMANGALAM, ERODE,TAMIL NADU-638503,INDIA .

India India

Dr.G.NAGA SATISH S/O NAGESWARA RAO, PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, BVRIT HYDERABAD COLLEGE OF
ENGINEERING FOR WOMEN, HYDERABAD , TELANGANA-500090, INDIA .

India India

Dr.M.SATHISH KUMAR S/O S.MUTHU KARUPPAN, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE, SOURASHTRA COLLEGE, MADURAI,
TAMIL NADU-625004, INDIA.

India India

Ms.RAMYA SRI M D/O MURUGESAN M, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, THE OXFORD
COLLEGE OF ENGINEERING, BANGALORE, KARNATAKA-560068, INDIA.

India India

Dr. ANI BROWN MARY N D/O J N PETER, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE, SARAH TUCKER COLLEGE, TIRUNELVELI, TAMIL
NADU-627007, INDIA.

India India

Ms.SATHYA M D/O A C MANI, ASSISTANT PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING, THE OXFORD COLLEGE OF
ENGINEERING, BENGALURU, KARNATAKA-560068, INDIA.

India India

Prof.B.SAKTHIVEL S/O V.BELATHAPPAN, ASSOCIATE PROFESSOR, DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING (IOT), GURU NANAK
INSTITUTION TECHNICAL CAMPUS (AUTONOMOUS), IBRAHIMPATNAM, HYDERABAD, TELANGANA 501506, INDIA

India India

Abstract:

AN ALGORITHM FOR CYBER THREAT DETECTION AND THE MONITORING OF SECURITY BASED ON SEMANTIC MACHINE LEARNING ABSTRACT Security refers to measures taken to
protect the accessibility and reliability of information shared within the global digital community. Information security measures often guard against unwanted access, disclosure,
manipulation, alteration, or destruction of virtual facts on both hardware and software platforms. According to an assessment made by professionals working in the field of
information security, new cyberattacks continue to surface in all business operations. It is suggested to develop a system pipeline that can reliably identify malicious users and be
resilient to changes in organisational structures and log file structures. For better insider threat detection, we applied automated deep feature engineering. DFS generates an
enormous number of useful features, which speeds up the feature engineering stage and enables non-expert domains to produce solutions with high-quality descriptive
features. Due of CERT's high unbalance, we investigated the effect of the SMOTE oversampling technique to lessen the impact of data with an uneven class distribution. The
findings demonstrated that SMOTE favours memory over precision. We used PCA to minimise the amount of features and decrease redundancy in order to improve system
performance. We tried a number of ML techniques, either through anomaly detection approaches or classification ones, to categorise behaviours as dangerous or benign. The
experiment findings show that the SVM classification approach performs better than the other models.

Complete Specification

Description:FORM2
THE PATENTS ACT,1970(39of1970)
&
THE PATENT RULES,2003
Complete Specification
(Seesection10 and rule13)

1. Title of the Invention: AN ALGORITHM FOR CYBER THREAT DETECTION AND THE MONITORING OF SECURITY BASED ON SEMANTIC MACHINE LEARNING
2.Applicants

Name Nationality Address
Mr. B. TAMILARASAN INDIAN S/O S. BALUCHAMY, RESEARCH SCHOLAR, SCHOOL OF MATHEMATICS, MADURAI KAMARAJ UNIVERSITY, MADURAI, TAMIL NADU-625021, 

INDIA.
Dr. R. SASIKUMAR INDIAN S/O S. RAMARAJ, ASSISTANT PROFESSOR, DEPARTMENT OF STATISTICS, MANONMANIAM SUNDARANAR UNIVERSITY, TIRUNELVELI, TAMIL 

NADU-627012, INDIA .
Mr J RAMESH INDIAN S/O JAGANATHAN ASSISTANT PROFESSOR AND HEAD DEPARTMENT OF DATA SCIENCE K S RANGASAMY COLLEGE OF ARTS AND

View Application Status

Terms & conditions (http://ipindia.gov.in/terms-conditions.htm) Privacy Policy (http://ipindia.gov.in/privacy-policy.htm) Copyright (http://ipindia.gov.in/copyright.htm)
Hyperlinking Policy (http://ipindia.gov.in/hyperlinking-policy.htm) Accessibility (http://ipindia.gov.in/accessibility.htm) Archive (http://ipindia.gov.in/archive.htm)
Contact Us (http://ipindia.gov.in/contact-us.htm) Help (http://ipindia.gov.in/help.htm)

https://mygov.in/
http://ipindia.gov.in/terms-conditions.htm
http://ipindia.gov.in/privacy-policy.htm
http://ipindia.gov.in/copyright.htm
http://ipindia.gov.in/hyperlinking-policy.htm
http://ipindia.gov.in/accessibility.htm
http://ipindia.gov.in/archive.htm
http://ipindia.gov.in/contact-us.htm
http://ipindia.gov.in/help.htm


Content Owned, updated and maintained by Intellectual Property India, All Rights Reserved.

Page last updated on: 26/06/2019


